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Abstract of the contribution: This contribution proposes updates to the protocol stacks for non-3GPP
Introduction

At last SA2 meeting it was left FFS whether an extra UP encapsulation layer is needed between UE and N3IWF and, if such encapsulation protocol is needed, whether it is based on GRE or some other protocol:

Is it FFS if GRE or another encapsulation protocol should be used. It is also FFS if an encapsulation protocol is required or if it could be avoided.
An alternative to encapsulation protocol could be to encode e.g. QoS classes in some way in the ESP header, e.g. by using multiple SPIs over a single IPSec SA. However, due to the impact to the ESP protocol it seems questionable whether such approach is desirable. Furthermore, additional information such a Reflective QoS indication etc would require even further information to be carried in the ESP header. Therefore, our conclusion is that an encapsulation layer (e.g. GRE) over IPSec EPS is needed. 
Then, in order to determine whether GRE or some other encapsulation protocol should be used, it is useful to consider the full set of stage 2 requirements on such protocols. It seems reasonable to assume that such encapsulation would need to: 

· Support transfer of QoS class information (as discussed at SA2#118-BIS)

· Support transfer of Reflective QoS information 

· Support encapsulation of all PDU types, including IPv4, IPv6, Ethernet and Unstructured PDUs

It is not ruled out that additional requirements may become apparent during the normative work. 

It is our understanding that the full set of requirements should be developed before deciding on an encapsulation protocol. Furthermore, SA2 is probably not the right group to decide on an encapsulation protocol, e.g. considering the need to discuss how to encapsulate and encode protocol IEs depending on PDU type. It is therefore proposed that protocol decision is left to stage 3 work (i.e. CT groups). Additionally, a user plane protocol stack for Ethernet and Unstructured PDU sessions are proposed. Previously in SA2 it has been discussed if IPsec transport or tunnel mode shall be used for these PDU sessions and in case tunnel mode is used there is a need to allocate or decide what IP addresses shall be used in the inner IP header. If transport mode is used, there is no need to allocate/decide the extra IP addresses and therefore it is proposed to use transport mode. Furthermore, we note that IPsec NAT traversal will still be supported for transport mode IPsec SAs.
With the same reasoning as above, it is proposed to use transport mode IPsec SA to encapsulate NAS messages between UE and N3IWF. It is also proposed to use an additional encapsulation protocol between IPsec and the NAS message and this could be the same as used in the user plane as discussed above. A motivation for using the encapsulation protocol also for NAS messages is to avoid the need to specify a new value/protocol value for NAS (i.e., to be used as “next-header” in ESP header).
Proposal

It is proposed to update TR 23.501 as follows:

**** First Change ****
8
Control and User plane Protocol Stacks

Editor's note:
This is a place holder to include control and user plane protocol stacks if there is a need to capture the same in stage 2 specification (similar content as TS 23.401 clause 5.1 expected). Need for this section is FFS.

8.1
General

8.2
Control plane Protocol stacks

8.2.x
Control Plane for untrusted non 3GPP Access
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Legend:

-
N2 Application Protocol (N2-AP): Application Layer Protocol between the N3IWF and the AMF.
-
N12 Application Protocol (N12-AP): Application Layer Protocol between the AMF and the AUSF.
-
The N3IWF creates a NAS Attach Request message on behalf of the UE and send this message over N2 to AMF
Figure 8.2.x-1: Control Plane for initial part of attach procedure via N3IWF
Editor's note:
The need for NAS layer between N3IWF and AMF is FFS.
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Legend:

-
N2 Application Protocol (N2-AP): Application Layer Protocol between the N3IWF and the AMF.
-
IPsec transport mode and an additional encapsulation protocol is used to encapsulate NAS payload between UE and N3IWF.
Figure 8.2.x-2: Control Plane for NAS when CP IPsec SA is established
Editor’s Note: It is to be decided whether same encapsulation protocol as in the user plane can be used for NAS messages.
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Legend:

-
N2 Application Protocol (N2-AP): Application Layer Protocol between the N3IWF and the AMF.
-
IKEv2 is used to establish the Child SA between UE and N3IWF for each PDU session.
Figure 8.2.x-3: Control Plane for user plane establishment via N3IWF

Editor's note:
The name of N2-AP and the protocol stack for N2 should be confirmed with RAN3.
Editor's note:
The name of N12-AP and the protocol stack for N12 is FFS.
8.3
User Plane Protocol stacks

8.3.x
User Plane for untrusted non 3GPP Access
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Legend:

-
N3: This protocol tunnels user data between N3IWF and the UPF. This tunnel is per PDU session.

-
The N3IWF relays the user data between per PDU session IPsec tunnel over NWu and corresponding N3 tunnel.
-
The SMF controls the user plane tunnel establishment and establishes a tunnel between N3IWF and UPF per PDU session.

Figure 8.3.x-1: User plane via N3IWF for IPv4 and IPv6 PDU sessions
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Legend:

-
N3: This protocol tunnels user data between N3IWF and the UPF. This tunnel is per PDU session.

-
The N3IWF relays the user data between per PDU session IPsec tunnel over NWu and corresponding N3 tunnel.
-
The SMF controls the user plane tunnel establishment and establishes a tunnel between N3IWF and UPF per PDU session.
Figure 8.3.x-2: User plane via N3IWF for Ethernet and Unstructured PDU sessions
Editor's note:
The protocol stack for N3 is FFS and should be confirmed with RAN3.

Editor's note: I It is to be decided by stage 3 whether GRE or other encapsulation protocol is used.
**** End of Changes ****
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